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1. Terms 

• ams OSRAM or ams OSRAM Group: all ams OSRAM Group companies; 

• Adopting company: an ams OSRAM associated company in Germany or over-

seas in which ams OSRAM group parent company or an affiliated company has 

a minority stake and which, with the approval of ams OSRAM co-headquarters 

with data protection responsibilities, has given a voluntary undertaking to com-

ply with the regulations of the BCR by entering into the ICA; 

• ams OSRAM co-headquarters with data protection responsibilities: 

OSRAM GmbH; 

• ams OSRAM group company or Group company: ams OSRAM group com-

pany and any company in which ams OSRAM group parent company, directly or 

indirectly, has a majority holding or owns or controls most of the voting rights;  

• ams OSRAM parent company: ams-OSRAM AG 

• BCR: the present Binding Corporate Rules and the regulations contained in 

them; 

• Consent: a freely given, specific informed and unambiguous expression of will 

whereby the data subject, by a statement or by a clear affirmative action, signi-

fies agreement to the processing of personal data relating to him or her1; 

• Controller: an entity (whether a natural or legal person, public authority, agency 

or other body), which alone or jointly with others determines the purposes and 

means of data processing;  

• CDPD: Corporate Data Privacy Department, the central department at ams 

OSRAM responsible for corporate data protection according to actual organiza-

tional chart; 

• Customers and suppliers: natural and legal persons with whom a business re-

lationship exists or is planned; 

• Data subject: any identified or identifiable natural person whose data is pro-

cessed. An identifiable person is one who can be identified, directly or indirectly, 

e.g. by reference to a specific identifier or to one or more factors specific to the 

physical, physiological, genetic, mental, economic, cultural or social identity of 

this natural person; Legal persons may be included within the scope of the BCR 

by an agreement to that effect between the company transferring the data and 

the data recipient (to that extent these are also considered data subjects);  

• DPC: Data Protection Coordinator, i.e. the person appointed by a participating 

company who is responsible for local implementation of and compliance with 

the BCR as well as support of the CDPD;  

• DPE: Data Protection Executive of an ams OSRAM group company; this role is 

performed by the legal representative of the ams OSRAM group company in 

question; 

• DPO: Data Protection Officer, i.e. the person appointed by a participating com-

pany who oversees and consults management in questions of local implementa-

tion and compliance with the General Data Protection Regulation and other ap-

plicable data protection provisions and whose appointment is mandatory under 

certain conditions laid down therein; 

• EEA country / EEA countries: the member states of the European Union (EU) 

and the other signatories to the Treaty on the European Economic Area (EEA);  

• General Data Protection Regulation: the Regulation (EU) 2016/679 of 27 April 

2016 on the protection of natural persons with regard to the processing of per-

sonal data and on the free movement of such data; 

 
1 Certain national legislations may set down special requirements for consent, which may affect the validity of the 
consent. 
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• ICA: Inter-Company Agreement by acceding to which an ams OSRAM group 

company or an adopting company undertakes to comply with regulations of the 

BCR; 

• Participating company: an ams OSRAM group company or an adopting com-

pany which accedes to the ICA and thereby gives an undertaking to comply with 

regulations of these BCR;  

• Personal data: all information relating to a data subject; 

• Personal data breach: a breach of security leading to the accidental or unlaw-

ful destruction, loss, alteration, unauthorized disclosure of, or access to, per-

sonal data transmitted, stored or otherwise processed; 

• Processing of personal data or data processing: any operation or set of op-

erations which is performed upon personal data, whether or not by automatic 

means, such as the collection, recording, organization, structuring, storage, ad-

aptation or alteration, retrieval, consultation, use, disclosure by transmission, 

dissemination or otherwise making available, alignment or combination as well 

as erasure, destruction or restriction of the processing; 

• Processor: natural or legal person, public authority, agency or other body which 

processes personal data on behalf of a controller; 

• Special categories of personal data: information revealing racial or ethnic 

origin, political opinions, religious or philosophical beliefs, or trade union mem-

bership; genetic data and biometric data used for the purpose of uniquely identi-

fying a natural person, data concerning health or data concerning a natural per-

son's sex life or sexual orientation; 

• Standard contractual clauses: EU Standard Contractual Clauses for Transfer 

of Personal Data to Third Countries adopted on June 4, 2021 by the decision of 

the European Commission 2021/914 or any other contractual safeguards 

adopted by decisions of European Commission under Article 46 para 2 (c) of 

the General Data Protection Regulation; 

• Third party: any natural or legal person, public authority, agency or body other 

than the data subject, controller, processor and persons who, under the direct 

authority of the controller or processor, are authorized to process personal data ; 

• Third country: a country outside the European Union (EU) or the European 

Economic Area (EEA). 

2. Summary of the ams OSRAM BCR 

The primary aim of these Binding Corporate Rules (BCR) is to ensure, in all ams 

OSRAM group companies and adopting companies, adequate protection of personal 

data transferred in the course of business from a participating company to other partici-

pating companies.  

The following personal data fall under the BCR scope: 

• All personal data originating from the EU / EEA which are subject to the General 

Data Protection Regulation; 

• Personal data irrespective of their country of origin, to the extent that they are 

transferred from a (collecting) participating company to a (receiving) participat-

ing company. 

For the abovementioned purpose, it is essential to establish harmonized data privacy 

protection and data security standards for the processing of such personal data within 

the meaning of the General Data Protection Regulation and, thus, to assure – with re-

spect to the personal data in scope of these BCR – that an adequate level of data pro-

tection and appropriate guarantees are provided within the meaning of the General Data 

Protection Regulation regarding the protection of the right to privacy and the exercise of 

related rights.  
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These BCR provide a general and universally valid regulatory framework for the pro-

cessing of personal data in scope of these BCR relating to employees, customers, sup-

pliers, shareholders, business partners or future business partners and other data sub-

jects by ams OSRAM group companies or adopting companies. The present BCR reflect 

the situation prevailing at the time of the latest review of the BCR and the current inter-

national data protection requirements, specifically the requirements of the General Data 

Protection Regulation, the relevant guidelines, working documents of the former EU 

Article 29 Data Protection Group and the European Data Protection Board.  

3. Content of the Guideline 

3.1 Scope of Application of the BCR 

All ams OSRAM group companies and all adopting companies worldwide come within 

the scope of the BCR. The BCR apply for the processing of 

 

• all personal data originating from the EU / EEA which are subject to the General 

Data Protection Regulation 

• personal data irrespective of their country of origin, to the extent that they are 

transferred from a (collecting) participating company to a (receiving) participat-

ing company  

 

relating to employees, customers, suppliers, shareholders, business partners or potential 

business partners and other data subjects by ams OSRAM group companies or adopting 

companies. Not only personal data from participating companies within an EEA country 

is covered by these BCR, but all personal data originating from a participating company 

as soon as such data are transferred to another participating adopting company (includ-

ing personal data from participating companies residing outside of the EEA when such 

data are transferred to another participating company). The scope of application of the 

BCR includes transfers of personal data between participating companies outside of the 

EEA.  

 

A list of all participating companies is attached to the BCR as Annex I.  

 

3.2 Principles of the processing of personal data and elements of data privacy frame-

work 

The following principles and elements of the data privacy framework derive specifically 

from the General Data Protection Regulation should be considered when the processing 

of personal data is carried out by participating companies within the scope of these BCR. 

 

3.2.1 Lawfulness and fairness of data processing 

 

The processing of personal data shall be carried out lawfully in compliance with the rele-

vant statutory provisions and with due regard for the principles laid down in these BCR.  

 

Processing is only permissible, if at least one of the following prerequisites is fulfilled:  

 

• The data subject has given consent to the processing of his or her personal data 

for one or more specific purposes; or 

• Data processing is required for the performance of a contract to which the data 

subject is party or in order to take steps at the request of the data subject prior 

to entering into a contract; or 

• Processing is necessary for compliance with a legal obligation to which the con-

troller is subject; or 

• Processing is necessary to protect the vital interests of the data subject or of 

another natural person; or 
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• Processing is required for the performance of a task carried out in the public in-

terest or in the exercise of official authority vested in the controller; or  

• Processing is necessary for the purposes of the legitimate interests pursued by 

the controller or by a third party, except where such interests are overridden by 

the interests or fundamental rights and freedoms of the data subject which re-

quire protection of personal data; 

• Processing is stipulated or permitted by national law and regulations that apply 

for the participating company that originally transferred the data.  

 

The controller must provide simple, fast and efficient procedures that allow the data 

subject to withdraw his/her consent at any time. 

 

All participating companies shall process personal data fairly. Data processing is to be 

carried out in such a way that it is reasonably expected by the data subjects concerned 

and does not have unjustified adverse effects on them. 

 

3.2.2 Purpose limitation 

 

Personal data shall be processed exclusively for specified, explicit and legitimate pur-

poses. Under no circumstances, shall personal data be processed in a way incompatible 

with the legitimate purposes for which the personal data was collected. Participating 

companies are obligated to adhere to the purpose of data transfer when storing and 

further processing or using data transferred to them by another participating company; 

the purpose of data processing may only be changed with the consent of the data sub-

ject or to the extent permitted by the national law of the country to which the participating 

company originally transferring the data is subject. 

 

3.2.3 Transparency 

 

All participating companies shall process personal data in a transparent manner. Under 

Articles 13 and 14 of the General Data Privacy Regulation, data subjects whose person-

al data is processed by a participating company shall be provided with the following 

information by the participating company (in consultation with the transferring company, 

if applicable): 

 

• Identity and contact details of the controller and of the transferring company; 

• Where applicable, contact details of the data protection officer of the respective 

participating company; 

• Categories of personal data concerned;  

• Recipients or categories of recipients of personal data; 

• Purpose of processing as well as the legal basis for the processing; 

• Where applicable, legitimate interests pursued by the controller or by a third 

party;  

• Where applicable, reference to the appropriate safeguards undertaken to pro-

tect personal data transferred to recipients established in third countries or in-

ternational organizations as well as the means by which a copy of the descrip-

tion of these safeguards is obtainable or where they have been made available;  

• The period for which the personal data will be stored, or if that is not possible, 

the criteria used to determine that period; 

• The existence of the right to request from the controller access to and rectifica-

tion or erasure of personal data or restriction of processing concerning the data 

subject or to object to processing as well as the right to data portability;  

• Where the processing is based on a consent of a data subject, the existence of 

the right to withdraw consent at any time, without affecting the lawfulness of 

processing based on consent before its withdrawal; 
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• The right to lodge a complaint with the supervisory authority;  

• Whether the provision of personal data is a statutory or contractual requirement, 

or a requirement necessary to enter into a contract, as well as whether the data 

subject is obliged to provide the personal data and of the possible consequenc-

es of failure to provide such data; 

• The existence of automated decision-making, including profiling and, at least in 

those cases, meaningful information about the logic involved, as well as the 

significance and the envisaged consequences of such processing for the data 

subject; 

• The source from which personal data originates, including publicly accessible 

sources (unless this is personal data collected directly from the data subject).  

 

These BCR are made available to all data subjects benefitting from the third-party bene-

ficiary rights as laid down in the subsection 3.13.1.3 hereof along with information as 

listed in this subsection.  

 

To the extent that the personal data was not collected directly from the data subject, as 

an exception such information need not be provided, if the data subject already has 

information, or if this would involve disproportionate effort.  

 

3.2.4 Data quality, data minimization and storage limitation 

 
Personal data must be factually correct and – if necessary – kept up to date. Appropriate 
measures are to be taken to ensure that inaccurate or incomplete data is rectified or 
erased.  

Data processing shall be guided by the principle of data economy. The aim shall be to 
collect, process and use only the personal data required, i.e. as little personal data as 
possible. In particular, data shall be anonymized, provided that the cost and effort in-
volved is commensurate with the desired purpose. Statistical evaluations or studies 
based on anonymized data are not relevant for data privacy protection purposes, provid-
ed that such data cannot be used to identify the data subject.  

Personal data which are no longer required for the business purposes for which they 
were originally collected and stored, are to be erased. Should statutory retention periods 
apply, the processing of the respective data shall be restricted. 

3.2.5 Onward transfer of data 

 
The transfer of personal data from a participating company to a non-participating com-
pany is only permissible under the following conditions: 
 

• If the receiving entity is a processor, the conditions set out in Article 28 of the 
General Data Protection Regulation are satisfied. 
 

• If the receiving entity is a controller that along with a participating company joint-
ly determines the purposes and means of processing, the requirements estab-
lished in Article 26 of the General Data Protection Regulation are fulfilled.  

 

Further transfers of personal data which a participating company located in a non-EEA 

country (= data importer) received from another participating company located in an EEA 

country (= data exporter), by the data importer to an external controller or processor 

outside the ams OSRAM group established in a non-EEA country without adequate level 

of data protection are only permissible, provided that (i) the receiving entity is endowed 

with an adequate level of protection for personal data within the meaning of  Articles 45-

48 of the General Data Protection Regulation, e.g. by concluding the Standard contrac-

tual clauses or (ii) by applying derogations for specific situations according to Article 49 

of the General Data Protection Regulation. If no adequate level of protection of personal 

information in the recipient country of such external controller or processor is established 

by the respective adequacy decision of the European Commission, data importer shall 

ensure compliance with additional requirements stated within the Schrems II decision of 
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the European court of Justice prior to the transfer (e.g. carrying out a data transfer im-

pact assessment and defining additional technical and organizational measures.  

 

3.2.6 Data security 

 

Taking into account the state of the art, the costs of implementation and the nature, 

scope, context and purposes of processing as well as the risk of varying likelihood and 

severity for the rights and freedoms of natural persons, participating companies are to 

take appropriate technical and organizational measures to ensure the requisite data 

security, which protects personal data against accidental or unlawful erasure, unauthor-

ized use, alteration, against loss, destruction as well as against unauthorized disclosure 

or unauthorized access. Special categories of personal data are to be given special 

protection. 

 

The security measures shall ensure a level of security appropriate to the risks repre-

sented by the processing and the nature of the protected data while at the same time 

striving to reflect the state of the art in data security. 

 

The security measures to be provided relate in particular to computers (servers and 

workplace computers), networks, communication links and applications. To ensure an 

adequate level of technical and organizational measures for data protection, an Infor-

mation Security Management System (ISMS) was introduced by the company board 

(guideline IT3000) with binding effect for the entire ams OSRAM group. The current 

version of the guideline and associated governing documents are available in the corpo-

rate process house at https://security/rules. 

 

Specific measures used to ensure adequate protection of personal data include pseu-

donymization and encryption of personal data, admission controls, system access con-

trols, data access controls, transmission controls, input controls, transportation controls, 

storage controls, job controls, availability and recovery controls as well as segregation 

controls to ensure: 

 

• the ongoing confidentiality, integrity, availability and resilience of processing 

systems and services; 

• the ability to restore the availability and access to personal data in a timely 

manner in the event of a physical or technical incident; 

• the existence of a process for regularly testing, assessing and evaluating the ef-

fectiveness of technical and organizational measures for ensuring the security 

of the processing. 

 

All workplace computers – including mobile devices (e.g. laptops) – are password-

protected. The ams OSRAM internal network has a firewall system to protect internal 

company content from unauthorized external access. Transmission of personal data 

within the company’s own network is generally encrypted – to the extent that the nature 

and intended purpose of the personal data requires this. 

 

3.2.7 Confidentiality of data processing 

 

Only personnel of the participating companies that are authorized and have been specif-

ically instructed in compliance with data privacy protection requirements, may collect, 

process or use personal data. Access authorization of the individual employee will be 

restricted according to the nature and scope of his/her particular field of activity. The 

employee is prohibited from using personal data for private purposes, transferring or 

otherwise making available personal data to unauthorized persons. Unauthorized per-

sons in this context include, for example, other employees, to the extent that they do not 

require the personal data to complete specialist tasks assigned to them. The confidenti-

ality obligation continues beyond the end of the employment relationship of the employ-

ee in question. 
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3.3 Special categories of personal data and data related to criminal convictions and 

offences 

 

Special categories of personal data must not be processed as a general principle. 

Should the processing of special categories of personal data be necessary, the explicit 

consent of the data subject must be obtained, unless:  

• processing is necessary for the purposes of carrying out the obligations and ex-

ercising specific rights of the controller or of the data subject in the field of em-

ployment and social security and social protection law in so far as it is author-

ized by applicable local law or a collective agreement under applicable local law 

providing for appropriate safeguards for the fundamental rights and the interests 

of the data subject; 

• the data subject is physically or legally incapable of giving his/her consent (e.g. 

in case of a medical emergency) and processing is necessary to protect the vital 

interests of the data subject or of another natural person; or 

• the data subject has already manifestly made public the data in question; or  

• data processing is necessary for the establishment, exercise or defense of legal 

claims; 

• processing is necessary for the purposes of preventive or occupational medi-

cine, for the assessment of the working capacity of the employee, medical diag-

nosis, the provision of health or social care or treatment or the management of 

health or social care systems and services based on applicable local law or 

pursuant to contract with a health professional and subject to obligation of pro-

fessional secrecy. 

 

The competent DPO or DPC of the participating company or the CDPD shall be consult-

ed prior to the processing of special categories of personal data.  

 

Processing of personal data related to criminal convictions and offences shall not be 

carried out as a rule. Should processing of these data be necessary, it may only be per-

missible after the prior consultation with the CDPD under the control of the competent 

supervisory authority or subject to appropriate safeguards as established by the General 

Data Protection Regulation and other applicable data protection provisions. 

 

3.4 Automated individual decision-making 

 

If personal data is processed for the purpose of making automated individual decisions, 

the legitimate interests of the data subject must be ensured through appropriate 

measures. Decisions which have negative legal consequences for the data subject or 

substantially prejudice the data subject, may not be reached exclusively on the basis of 

an automated individual procedure designed to evaluate an individual’s personal charac-

teristics, i.e. decisions may not be exclusively based on the use of information technolo-

gy. Automated procedures may generally only be used as a tool for the decision-making 

process. 

 

An exception to this "tool-only" principle applies in cases 

 

• where the decision is taken in the context of entering into or performing a con-

tract and the legitimate interests of the data subject are adequately safeguarded 

i.e. by providing him/her with information about the underlying logic of how such 

a decision is reached and by giving him/her the opportunity to review and com-

ment. In case the data subject submits comments, the respective controller 

must review its decision; or 

• where it is authorized by applicable local law; or 

• where the decision is based on the data subject’s explicit consent .  
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3.5 Records of processing activities  

 

All participating companies shall document and maintain records of processing activities 

carried out in the respective company. Each DPC or DPO shall be responsible to ensure 

that records of processing activities are documented and reviewed on a regular basis. 

The CDPD provides the participating companies with access to an electronic record 

keeping system, where records should be laid down. The CDPD also provides participat-

ing companies with templates and instructions on the maintenance of the records and 

monitors compliance with this obligation. 

 

3.6 Data protection impact assessments  

 

Where a processing activity, considering the nature, scope, context and purposes of the 

processing, is likely to result in a high risk for the rights and freedom of data subjects, 

participating companies are required to conduct data protection impact assessments in 

accordance with Article 35 of the General Data Protection Regulation and guidance 

hereto issued by the supervisory authorities. The CDPD provides DPCs and DPOs with 

guidance and methods for conducting such data protection impact assessments.   

 

The legal requirements to the content of such impact assessments are to be observed. 

 

If a data protection impact assessment indicates that the processing would result in a 

high risk despite measures taken by the controller to mitigate the risk, the controller must 

not commence or continue the processing and shall consult the competent supervisory 

authority according to Article 36 of the General Data Protection Regulation.  

 

3.7 Data breach notification and documentation 

 

All participating companies undertake to inform the CDPD without undue delay of any 

(suspected) data breach affecting personal data within the scope of these BCR. If the 

participating company is a processor, it shall additionally inform the participating compa-

ny in its capacity as controller. 

 

The CDPD shall assess the nature of the data breach and categories of the affected 

data/data subjects as well as its consequences for rights and freedoms of the affected 

data subjects and determine if the data breach in question is likely to result in a (high) 

risk to the rights and freedoms of natural persons.  

 

A personal data breach must be notified to the competent data protection authority with-

out undue delay at latest within 72 hours of becoming aware of the personal data 

breach, unless the personal data breach is unlikely to result in a risk to the rights and 

freedoms of natural persons. 

 

In the event of a personal data breach which is likely to result in a high risk to the rights 

and freedoms of the data subject, the data subject shall be immediately informed of the 

personal data breach. 

 

If required, the CDPD together with the respective DPC/DPO coordinates the notification 

of the data breach to the supervisory authority or/and the affected individuals as well as 

ensures appropriate documentation of all data breaches and provides such documenta-

tion to the respective authority upon request.  

 

Any personal data breach shall be documented (including the facts relating to the per-

sonal data breach, its effects and the corrective measures taken). This documentation 

shall enable the competent data protection authority to verify compliance with the EU 

GDPR. The documentation shall be made available to the competent data protection 

authority upon request. 
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3.8 Privacy by design and by default 

 

Considering the state of the art, the cost of implementation and the nature, scope, con-

text and purposes of processing as well as the risks of varying likelihood and severity for 

rights and freedoms of natural persons posed by the processing each participating com-

pany shall take appropriate technical and organizational measures to meet the principles 

of data protection by design and by default.  

 

For this purpose, participating companies shall adopt internal policies and implement 

measures aiming at, inter alia, minimizing the amount of the personal data processed, 

pseudonymizing personal data as soon as possible, transparency about the functions 

and processing of personal data, enabling the data subject to monitor the data pro-

cessing and enabling the respective controller to create and improve security features.  

 

Processes and procedures shall be designed, developed and implemented in a way that, 

by default, only personal data which are necessary for each specific purpose of the pro-

cessing are processed. This obligation applies to (i) the amount of personal data collect-

ed, (ii) the extent of their processing, (iii) the period of their storage and (iv) their acces-

sibility. 

 

3.9 Commissioned data processing 

 

If participating companies commission another company to process personal data under 

the terms of these BCR, the following requirements must be observed:  

 

• The processor is to be carefully selected by the controller; only a processor 

shall be selected that provides necessary guarantees to implement appropriate 

technical and organizational measures required to perform data processing in 

compliance with data privacy protection regulations and ensure the protection of 

the rights of the data subjects; 

• The controller shall ensure and regularly verify that the processor remains fully 

compliant with the agreed technical and organizational security measures; 

• The performance of commissioned data processing must be regulated in a writ-

ten or otherwise documented contract, in which the rights and obligations of the 

processor are unambiguously defined; 

• The processor must be bound by contract to process the data received from the 

controller only within the contractual framework and in accordance with the 

documented instructions issued by the controller. The processing of data for the 

processor’s own purposes or for the purposes of a third party must be prohibit-

ed by contract, unless processing is required by applicable local law, in which 

case, the processor shall inform the controller of that legal requirement before 

processing to the extent permitted by applicable local law; 

• The processor shall ensure that persons authorized to process the personal da-

ta have committed themselves to confidentiality or are under an appropriate 

statutory obligation of confidentiality; 

• The processor must not engage another processor (subprocessor) without prior 

specific or general written authorization of the controller. In the former case, the 

processor shall inform the controller of any intended changes concerning the 

addition or replacement of other processors, thereby giving the controller oppor-

tunity to object to such changes. The initial processor remains fully liable to the 

controller for the performance of the obligations by the subprocessor and its 

compliance with the provisions of the General Data Protection Regulation and 

other applicable data protection laws; 

• Considering the nature of the processing and the information available to the 

processor, the processor shall assist the controller by appropriate technical and 

organizational measures, insofar as this is possible, for the fulfilment of the con-

troller's obligation to respond to data subject requests; 
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• Taking into account the nature of processing and the information available to 

the processor, the latter shall assist the controller in implementing appropriate 

technical and organizational measures, immediately inform controller of any da-

ta breach and provide information required for the notification of data breaches 

to supervisory authorities or/and data subjects as well as in other ways support 

the controller in ensuring compliance with the obligations pursuant to Articles 32 

to 36 of the General Data Protection Regulation; 

• The processor shall at the choice of the controller, delete or return all the per-

sonal data to the controller after the end of the provision of services relating to 

processing, and delete existing copies unless applicable local laws require stor-

age of the personal data; 

• The processor shall make available to the controller all information necessary to 

demonstrate compliance with the obligations laid down in a written contract 

concluded between them and established by the applicable data protection pro-

visions and allow for and contribute to audits, including inspections, conducted 

by the controller or another auditor mandated by the controller;  

• The controller retains responsibility for the legitimacy of processing and contin-

ues to be the point of contact for data subjects and the supervisory authority.  

3.10 Rights of data subjects 

 

Data subjects have the inalienable rights listed below in respect of their personal data 

processed by a participating company within the scope of the BCR. 

 

• The data subject can demand information about personal data stored in rela-

tion to him/her and the purposes of its processing. The data subject also has 

the right to information about the identity of the controller, categories of person-

al data concerned, the recipients or categories of recipients to whom the data 

have been or may be disclosed and the sources from which the data originate, 

in case if they were not collected from the data subject. The right to information 

also covers the envisaged period for which the personal data will be stored and 

the underlying logic of profiling and/or automated processing operations, to the 

extent that automated decisions are affected. Furthermore, the data subject 

shall be provided with information about the existence of the data subject rights 

according to this section, including the right to lodge a complaint with a supervi-

sory authority. 

The above information needs to be provided in an intelligible form, i.e. the data 

subject is entitled to obtain a copy of the personal data processed about him/her 

or at least information about such data in a concise, transparent, intelligible, and 

easily accessible form and in clear and plain language. Where the data subject 

makes the request by electronic means, and unless otherwise requested by the 

data subject, the information shall be provided in a commonly used electronic 

form. If requests from the data subject are manifestly unfounded or excessive, 

in particular because of their repetitive character, the controller may either (i) 

charge a reasonable fee considering the costs of gathering and providing the in-

formation or (ii) refuse to act on the request. 

• The data subject can demand rectification, if his/her personal data are found to 

be incorrect or incomplete. 

• The data subject has the right to demand that his/her personal data be erased, 

(i) if the data processing was unlawful or has become unlawful in the interim, (ii)  

or as soon as the data is no longer required for the purpose of the processing, 

(iii) if the data subject withdraws consent on which the processing is based pro-

vided that there is no other legal ground for the processing, (iv) in case when 

the data subjects objects to the processing and there are no overriding legiti-

mate grounds for the processing, or (v) where the erasure obligation is estab-

lished by local law to which the controller is subject.  

Justified claims by the data subject for erasure are to be acted on, unless the 

processing is required for (i) compliance with a legal obligation established by 
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local law to which the controller is subject or for (ii) the establishment, exercise 

or defense of legal claims. In case when the statutory retention periods apply, or 

the data cannot be erased, the restriction of processing of the data in question 

may be used upon the request from the data subject.  

• The data subject has the right to have processing of personal data restricted, 

where (i) the accuracy of the personal data is contested, for a period enabling 

the controller to verify the accuracy of the personal data; (ii) the processing is 

unlawful and the data subject opposes the erasure of the personal data and re-

quests the restriction of their use instead; (iii) the controller no longer needs the 

personal data for the purposes of the processing, but they are required by the 

data subject for the establishment, exercise or defense of legal claims or (iv) in 

case when the data subject objected to the processing and the verification 

whether the legitimate grounds of the controller override those of the data sub-

ject is pending. 

• The data subject has the right to receive notification regarding rectification, 

erasure or restriction. 

• The data subject has the right to receive the personal data concerning him or 

her, which he or she has provided to a controller, in a structured, commonly 

used and machine-readable format and has the right to transmit those data to 

another controller, provided that (i) processing of the data is based on consent 

from the data subject or alternatively on the contract with the data subject and 

(ii) the processing is carried out by automated means. 

• The data subject has the right not to be subject to a decision based solely on 

automatic processing, including profiling, which produces legal effects con-

cerning him or her unless the decision is (i) necessary for entering into or per-

formance of a contract, (ii) is based on the data subject’s explicit consent or (iii) 

authorized by applicable local law. 

• The data subject has the right to object, on grounds relating to his or her situa-

tion, at any time to the processing of his or her personal data which is based on 

the legitimate interest of the controller or is required for the performance of a 

task carried out in the public interest or in the exercise of official authority vest-

ed in the controller. The controller must no longer process the personal data in 

question unless the controller demonstrates compelling legitimate grounds for 

the processing which override the interests, rights and freedoms of the data 

subject or for the establishment, exercise or defense of legal claims. 

The data subject has the right to object at any time to processing of personal 

data concerning him or her for direct marketing purposes, including profiling to 

the extent that it is related to such direct marketing. If the data subject objects to 

processing for direct marketing purposes, the personal data can no longer be 

processed for such purposes. 

• The data subject has the right to lodge a complaint or a legal claim to enforce 

one of his/her rights as a third-party beneficiary. The complaint may be filed ei-

ther with a supervisory authority, in particular with the competent data protection 

authority of ams OSRAM or in the EU Member State where he or she has his or 

her habitual residence, place of work or the place of the alleged infringement. 

The claim may be filed with the competent courts of the EU Member States 

where the data exporter or ams OSRAM co-headquarters with data protection 

responsibilities has an establishment or at its place of habitual residence (at the 

choice of the data subject). In this regard, the data subject may be represented 

by a non-profit institution, organization or association duly constituted under the 

law of a Member State, whose statutory objectives are in the public interest , and 

which is active in the field of the protection of the rights and freedoms of data 

subjects with regard to the protection of their personal data. The data subject is 

strongly advised to first follow the complaint procedures set out in the BCR be-

fore filing complaints and seeking legal redress. This is without prejudice to the 

rights and remedies available to data subjects under applicable law. 
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• If the data processing is based on the consent from the data subject, he or she 

has the right to withdraw his or her consent at any time.  

 

The data subject can assert the above rights in writing vis-à-vis the participating compa-

ny, the competent DPC/DPO of the participating company or the CDPD. The request of 

the data subject shall receive a response from the contacted entity within a reasonable 

period, and the response shall be in written form (e-mail is sufficient). 

 

The participating company must facilitate the exercise of data subject rights listed above. 

For this purpose, the participating company or the CDPD provides the response to the 

request from the data subject without undue delay and in any event not later than one 

month following the receipt of the request. Considering the complexity and number of the 

requests, this established period may be extended at maximum by two (2) further 

months, which shall be communicated to the data subject within one month following the 

receipt of the request. 

 

3.11 Accountability  

 

All participating companies are required to take measures to demonstrate the compli-

ance with requirements of the BCR, the General Data Protection Regulation and other 

applicable data protection provisions, in particular with help of the respective documen-

tation. For this purpose, they shall (i) adhere and implement data privacy and information 

security policies and regulations, (ii) maintain records of the categories of processing 

activities (These records contain in particular the name and contact details of the control-

ler or processor, the data privacy officer, the purposes of the processing, the existing 

erasure periods and a general description of the categories of data subjects and person-

al data, the recipients to whom the personal data have been disclosed or will be dis-

closed, the technical and organizational measures taken to ensure the security of the 

processing, the transfers to third countries that have taken place, including the existing 

guarantees. These records will be maintained in writing, including in electronic form, and 

will be made available to the supervisory authority on request.), (iii) observe the re-

quirements of data privacy by design and default and, where necessary, (iv) conclude 

written contracts with data processors or other controllers, (v) designate a data protec-

tion officer as well as (vi) carry out data protection impact assessments for processing 

operations that are likely to result in a high risk to the rights and freedoms of natural 

persons; Where such data protection impact assessment indicates that the processing 

would result in a high risk in the absence of measures taken by the participating compa-

ny to mitigate the risk, the competent supervisory authority, prior to processing, will be 

consulted.  

 

Accountability obligations are ongoing, and the measures taken are to be reviewed and 

updated regularly. 

 

3.12 Description of the data transfer 

 

ams OSRAM has a complex group structure with a significant number of participating 

companies, between which personal data is exchanged for many purposes. Data ex-

change takes place between participating companies established in an EEA country, but 

also with participating companies established outside of the EEA. The need to exchange 

data throughout the ams OSRAM group affects personal data of employees, existing and 

potential customers, suppliers, service providers, shareholders, other business and con-

tracting parties as well as applicants and complainants. These could include – depend-

ing on the intended purpose – employee and contract master data, employment data and 

employment history, data on training or education activities, employee assessments, 

bank account and credit card information, communication information, some special 

categories of personal data (e.g. information on marital, religious affiliation, physical and 

psychical health), etc.  

 

This data is processed and transferred within the ams OSRAM consolidated group ex-

clusively within the scope of normal business purposes and for purposes of internal ad-
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ministration. Data transfer is thus done for purposes of recruitment, HR administration 

and staff development, for compliance purposes, for the execution and implementation 

of assignments and projects for external and internal customers, for the processing of 

purchase orders and work orders with suppliers and service providers, for the fulfillment 

of reporting duties, for the fulfillment of accounts payable or collection of accounts re-

ceivable, for accounting, for purposes of internal communication, for purposes of consol-

idation and pooling of IT processes in certain regions in order to reduce costs, and also 

in connection with the cooperation and coordination of group companies at regional or at 

a global level in the course of global business transactions and projects.  

 

3.13 Procedural issues 

 

3.13.1 Binding nature of the BCR 

 

The BCR are comprehensively binding.  

 

3.13.1.1 Binding nature for group companies and participating companies 

 

The BCR have been adopted by the responsible governance owners of the ams OSRAM 

group and put into effect by publication of guideline CO3000 (BCR for the protection of 

personal data). 

 

Responsibility for implementation of the BCR in the participating company rests with its 

executive management, execution in individual cases rests with the entity within that 

company which processes personal data as part of its specialist role. In ams OSRAM 

group companies, responsibility rests with the CEO of the ams OSRAM group company 

in his/her capacity as Data Protection Executive (DPE).  

 

The BCR are to be observed and complied with by all ams OSRAM group companies 

and by all adopting companies, with binding effect.  

 

In order to document accession to and implementation of the BCR, in the case of group 

companies, the executive management of the group company in question shall join the 

ICA. The signing of the ICA and subsequent acceptance of the respective application by 

ams OSRAM co-headquarters with data protection responsibilities makes the BCR regu-

lations individually binding for the group company in question. The ICA is to be signed by 

the executive management of the group company and returned to the CDPD at the ams 

OSRAM co-headquarters with data protection responsibilities. The ICA is maintained 

and, where necessary, updated by the CDPD. 

 

In principle, all ams OSRAM group companies are required to sign and implement the 

BCR, unless an ams OSRAM co-headquarters with data protection responsibilities has 

been granted an exemption from implementing the BCR for a valid reason, (e.g. no busi-

ness activity, no employees, no processing of personal data, imminent liquidation or 

divestment). An application for an exemption must be submitted by e-mail to the CDPD 

by the ams OSRAM group company, citing the reason. The CDPD will decide the merits 

of the application and will notify the group company of its decision. In this case data 

transfers between this ams OSRAM group company and other ams OSRAM group com-

panies are only possible, if other appropriate safeguards ensuring an adequate level of 

protection of personal data according to Articles 45-48 of the General Data Protection 

Regulation are taken. 

 

Adopting companies, i.e. companies other than ams OSRAM group companies, in which 

the ams OSRAM group parent company maintains a direct or indirect holding, may vol-

untarily undertake to comply with the BCR regulations, provided that the CDPD accepts 

such application. Whether companies other than ams OSRAM group companies are 

granted the opportunity to participate voluntarily in the BCR process, is at the complete 

discretion of the CDPD.  

 

In order to document acceptance and implementation of the BCR by the adopting com-

pany, an ICA is concluded between the ams OSRAM co-headquarters with data protec-
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tion responsibilities and the adopting company; the BCR are attached as an Annex to the 

ICA. Upon conclusion of the ICA, the BCR regulations are individually binding for the 

adopting company. The text of the ICA is maintained by the CDPD. 

 

The CDPD maintains on the ams OSRAM Intranet an electronic register of participating 

companies which have given an undertaking to comply with the provisions of the BCR by 

joining the ICA as well as their contact data. The latest version of the electronic register 

(status overview) can be viewed at any time on the Intranet (linked within 

https://privacy.ams-osram.com) and is attached as Annex to the BCR. 

 

The status overview also includes and identifies accordingly those group companies that 

have exceptionally been granted exemption from the obligation to sign and implement 

the BCR for a valid reason. The status overview also records and identifies the group 

companies that have not (yet) fulfilled their obligation to accept and implement the BCR.  

 

If a group company has not (yet) acceded the ICA to the BCR, the legitimacy of data 

transfer is to be assured through appropriate safeguards, such as by signing and imple-

menting the Standard contractual clauses.  

 

The commitment to comply with the BCR can be ended by withdrawal, cancellation or 

termination on the part of ams OSRAM co-headquarters with data protection responsi-

bilities or on the part of the participating company. The loss of group company status 

does not automatically mean an end to the obligations arising from the BCR. In this 

case, termination of the BCR by the ams OSRAM co-headquarters with data protection 

responsibilities or the (former) group company is necessary. Also, in the event of with-

drawal/cancellation of the ICA or in the event of termination of the BCR, the obligations 

arising from the BCR with respect to the personal data processed up until withdrawal, 

cancellation or termination shall remain, until this data has been erased by the company 

in question, in compliance with the statutory regulations. 

 

3.13.1.2 Binding nature vis-à-vis employees of participating companies 

 

Employees of the participating companies are also bound by the regulations of the BCR. 

The CEO of the particular participating company is obliged to ensure by appropriate 

means that the BCR have a binding legal effect for the employees. 

 

The BCR regulations and all other internal regulations relating to data privacy protection 

are available at all times to the employees of the participating companies.  

 

The participating companies inform their employees that failure to comply with the BCR 

regulations may result in disciplinary measures or measures under employment law (e.g. 

formal warning, dismissal) being taken against the employees. 

 

3.13.1.3 Binding nature vis-à-vis data subjects 

 

Certain regulations in the BCR are also binding vis-à-vis data subjects, by virtue of third- 

party beneficiary rights. The regulations in the following sections confer benefits on third 

parties: Sections 3.2 – 3.4, 3.7, 3.8, 3.10, 3.13.1.3, 3.13.2, 3.13.6, 3.13.8, 3.13.9 and 

3.15. 

 

Data subjects are entitled to enforce compliance with one of the above-mentioned third- 

party beneficiary rights by a participating company, by lodging a complaint before the 

competent supervisory authority or by seeking other legal remedies in the competent 

courts. Data subjects may claim compensation for damages within this procedure.  

 

Data subjects can choose to lodge their claims 

 

• before the supervisory authority or before the courts in the EEA-country where 

the participating company that transferred the data is established; or  

https://privacy.ams-osram.com/
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• before the competent supervisory authority or the courts of the EEA-country 

where the data subject has his or her habitual residence or place of work, if the 

data subject resides within the EEA; or 

• before the supervisory authority or before the courts in the EEA-country of an al-

leged infringement; or 

• before the supervisory authority or before the courts in the EEA-country where 

the ams OSRAM co-headquarters with data protection responsibilities are lo-

cated; or 

• before the competent supervisory authority. 

 

This means that in the event of a breach of the BCR regulations by a participating com-

pany established outside the EEA, courts and authorities within the EEA are also compe-

tent. In these cases, the data subject holds the same rights vis-à-vis the ams OSRAM 

co-headquarters with data protection responsibilities, as if the breach had been commit-

ted by the ams OSRAM co-headquarters with data protection responsibilities and not by 

a participating company established outside the EEA. 

 

In order to ensure that data subjects enjoy third party beneficiary rights also in those 

countries where the granting of third-party beneficiary rights in the BCR document is 

possibly not sufficient, ams OSRAM will – to the extent necessary – draw up additional 

contractual agreements with the relevant participating companies. A third-party benefi-

ciary clause granting the necessary rights to data subjects is included in the ICA which 

group companies or adopting companies sign to signify their acceptance and implemen-

tation of the BCR.  

 

3.13.2 Publicity of BCR 

 

The BCR and the third-party beneficiary clause are easily accessible for data subjects. 

The data subject can contact the competent DPC or DPO of the participating company or 

alternatively can contact the ams OSRAM co-headquarters with data protection respon-

sibilities directly. Along with information listed under subsection 3.2.3 hereof (“Transpar-

ency”) ams OSRAM will make the BCR available to the data subjects in an appropriate 

manner, specifically by publishing the latest version of the BCR on the ams OSRAM 

internet pages. Additional relevant BCR documents – i.e. the Annexes referenced in the 

BCR – are provided to the data subject upon request to the CDPD. 

 

3.13.3 Implementation of BCR in the participating companies 

 

The executive management of a participating company – or the CEO of a participating 

group company in his/her capacity as DPE – is responsible for the proper implementa-

tion of and compliance with the BCR. The executive management of the participating 

company may delegate this task – but may not delegate responsibility – to the DPC or 

the DPO. 

 

ams OSRAM has established a worldwide network of DPCs and DPOs. On acceding the 

ICA to the BCR each participating company appoints a DPC or, if required, a DPO and 

sends the DPC’s or DPO’s contact details to the CDPD. The participating company shall 

notify the CDPD without delay of any changes in the identity of the DPC or the DPO.  

 

The DPC or the DPO shall (i) serve as the local contact point for data subjects, i.e. within 

the framework of the complaint procedure, (ii) oversee the implementation and compli-

ance with the BCR, (iii) consult employees in questions regarding data privacy, (iv) facili-

tate the cooperation between the CDPD, audit department or supervisory authorities and 

a participating company in questions and (v) maintain and update necessary records of 

processing activities and data protection impact assessments for the purposes of the 

principles of accountability. 

 

The DPO/DPC reports once a year to the executive management of the relevant partici-

pating company and DPC reports regularly – but at least once a year – to the CDPD. 
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The DPC/DPO reports on matters including specifically the degree of implementation of 

the BCR in the individual participating company. 

 

The Head of the CDPD heads the CDPD and coordinates and guides all DPCs and 

DPOs of participating companies. The Head of the CDPD reports to the Head of compli-

ance of ams OSRAM who reports to the CFO. The Head of the CDPD coordinates and 

drives the group-wide BCR implementation in the participating companies, in particular 

the collection of the ICAs, advice and guidance for the DPC in terms of BCR implemen-

tation and collection and evaluation of regular DPC/DPO reports regarding privacy and 

regarding BCR implementation status.  

 

Furthermore, the Head of the CDPD is in charge of producing and making available 

adequate BCR trainings for the participating companies. In addition, the Head of the 

CDPD oversees updating the BCR and of communicating such updates to the competent 

supervisory authorities. The CDPD supports the Head of the CDPD in the fulfillment of 

his/her tasks.  

 

The Head of the CDPD and the CDPD members can be contacted directly using the 

contact details laid down in subsection 3.16.   

 

The Head of the CDPD reports once a year together with the DPOs of ams OSRAM 

Parent company and ams OSRAM co-headquarters with data protection responsibilities 

to the management board of ams OSRAM parent company. This report includes specifi-

cally the degree of implementation of the BCR in all participating companies.  

 

3.13.4 Monitoring of compliance with BCR 

 

Compliance with the BCR by the participating companies is subject to regular review 

primarily by the DPC or the DPO appointed by executive management of the participat-

ing company. Executive management of the participating company supports the DPC in 

the exercise of his/her duties and involves him/her in the event of complaints being 

lodged by data subjects for non-compliance with the BCR. 

 

In the event of data privacy breaches and in case of problems of fundamental im-

portance, the DPC/DPO consults the Head of the CDPD and takes account of his/her 

advice and decisions when remedying personal data breaches and problems. 

 

The ams OSRAM co-headquarters with data protection responsibilities is entitled to carry 

out random checks on the work of the DPC in connection with the implementation of and 

compliance with the BCR in the participating company, either by requesting a written 

self-assessment by the DPC/DPO or as part of audit interviews. The content of such 

audit interviews shall be documented by the auditor. 

 

Any participating company that transfers data has the right to review the data processing 

at the recipient participating company in individual cases. In so doing, the transferring 

company will exercise any rights which data subjects are ascertained to have, and will 

support data subjects, who have suffered damage through violations of the obligations 

imposed by these BCR, in the assertion of their rights against the company responsible.  

 

3.13.5 Training 

 

A key aspect of proper implementation of the BCR is the appropriate provision of infor-

mation and instruction to employees. This includes informing employees that breaches 

of the BCR may give rise to consequences for them under criminal, liability or employ-

ment law. 

 

ams OSRAM offers specific information and special training measures on the BCR de-

signed to provide adequate information and training to the employees of a participating 

company on the proper handling and protection of personal data in connection with im-

plementation of the BCR. The training should cover, among others, procedures of man-

aging requests for access to personal data by public authorities. The training measures 
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are targeted specifically at employees who permanently or regularly handle personal 

data. For these employees, attendance at training courses is mandatory. Training cours-

es on the BCR are to be repeated at least every three (3) years.  

 

Information and training measures can include, for instance, the delivery of web-based 

training (WBT), the provision of appropriate presentations and training material for self -

study, classroom-based training programs and the organization of workshops tailored 

specifically to employees. 

 

Successful participation by employees in training programs is to be documented.  

 

Further details are set out in a detailed Training Concept. 

 

3.13.6 Internal complaint process 

 

Data subjects can contact the competent internal complaint handling department ( the 

CDPD - for contact details, see Section 3.16 Contact) or a participating company (for the 

contact details please see Annex I), at any time, with complaints about a breach of the 

BCR by a participating company or with any questions. Data subject complaints may be 

submitted in an electronic or paper form. Notwithstanding the manner of submission, all 

complaints or queries shall be forwarded to and processed by the CDPD. The data sub-

ject shall be given prompt confirmation of receipt of the complaint at the entity contacted 

and the complaint shall be answered within a reasonable period – in any event within 

one (1) month of receipt of the complaint. Considering the complexity and number of the 

requests/complaints, this established period may be extended at maximum by two (2) 

further months, which shall be communicated to the data subject within one month fol-

lowing the receipt of the complaint.  

 

The employees involved with complaint processing in the competent complaint handling 

department benefit from an appropriate level of independence in the exercise of this 

function. 

 

If a complaint is justified, ams OSRAM will take immediate action to cease the breach of 

the BCR and mitigate the risks for rights and freedoms of the data subjects. The CDPD 

or, in certain cases, the local DPC/DPO shall provide information about the measures 

taken to cease the violation in the written/electronic response to the complaint within the 

aforesaid periods. 

 

In case of a complaint rejection, delay with the response within the periods established 

in this subsection, or if the data subject is not satisfied with the reply provided, the data 

subject may lodge a complaint with the competent supervisory authority or by seeking 

other legal remedies before competent courts as set out in Subsection 3.13.1.3 hereof. 

Use of any such legal redress is possible irrespective of the exercise of the ams OSRAM 

internal complaint process. 

 

In case of any inquiry, the participating company and CDPD are obligated to cooperate 

with the supervisory authorities which deals with the complaint submitted by a data sub-

ject and to respect their judgment. 

 

The ams OSRAM internal procedure with regard to the form of the complaint, processing 

period, steps after acceptance and/or rejection of the complaint and other legal remedies 

are described in a separate complaint management concept. 

 

3.13.7 BCR audit 

 

ams OSRAM has enhanced the existing standard legal entity audit program of their Cor-

porate Audit department and the internal control system to ensure that compliance with 

an adequate level of data protection as required in the BCR regulations is subject to 

regular review in the participating companies. In addition, as part of their risk -based audit 

plan ams OSRAM Corporate Audit regularly performs process audits assessing effec-

tiveness of the data protection organization and process, including the BCR regulations. 
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Primary responsibility for the performance of regular BCR audits lies within the ams 

OSRAM audit department. Alternatively, and where needed, a BCR audit can also be 

conducted by an accredited external auditor. The independence of the persons entrusted 

with the BCR audit in the performance of their duties is guaranteed. 

 

Once a year, a self-assessment of the compliance with the BCR within the internal entity 

level control framework is performed by the entities (by filling out online questionnaire). 

The Head of the CDPD and ams OSRAM audit department receive the results of these 

self-assessments.   

 

Under specific circumstances (i.e., indications of non-compliance with the BCR, data 

protection incidents, complaints by data subjects, deficiencies detected in the context of 

the BCR self-assessments), the DPC/DPO, the CDPD, the ams OSRAM Information 

Security department (IT SEC) or any other competent function of ams OSRAM can re-

quest additional ad-hoc BCR audits outside the regular audit roadmap for BCR audits.  

 

The BCR audits cover all aspects of the BCR (for instance, applications, IT systems, 

databases that process personal data, or onward transfers, decisions on mandatory 

requirements of national laws that conflict with the BCR, review of the contractual terms 

used for the transfers out of the Group to controllers or processors of data, corrective 

actions, etc.), including methods and action plans ensuring that corrective actions have 

been implemented. If corrective actions have been defined within an audit to remedy a 

breach of the BCR, ams OSRAM Corporate Audit department ensures that the neces-

sary corrective actions are implemented. 

 

The results of the BCR audits will be communicated to the DPC/DPO and the director of 

the respective participating company, the CDPD and ams OSRAM management board. 

The results of the BCR audit activities are made available to the competent supervisory 

authority upon request. ams OSRAM may redact parts of the audit data to the extent 

necessary to protect confidential company information. 

 

The competent supervisory authority has the right to conduct its own BCR audit of a 

participating company. The authority may either conduct the BCR audit itself or have it 

conducted by an accredited independent auditor. An official BCR audit is limited exclu-

sively to compliance with the BCR by the participating company. Due regard shall be 

given to restrictions arising from confidentiality agreements or from business and trade 

secrets. 

 

3.13.8 BCR updating & change management 

 

ams OSRAM reserves the right to change and/or update these BCR at any time. Such 

updating of the BCR may be necessary specifically as a result of changed legal require-

ments, significant changes to the structure of the ams OSRAM group or conditions im-

posed by the competent supervisory authorities. 

 

Major changes to the BCR will require, under certain circumstances, the granting of a 

new approval by the competent supervisory authorities.  

 

All other changes to the BCR are possible without such new approval providing that the 

CDPD keeps a fully updated list of all participating companies and keeps track of and 

record any updates to the rules and provides the necessary information to the data sub-

jects or supervisory authorities upon request. The list of all participating companies can 

be found in ams OSRAM Intranet (linked within https://privacy.ams-osram.com) and in 

Annex I hereto. 

 

Any changes to the BCR or to the list of the participating companies should be reported 

without undue delay to all BCR participating companies and should be reported once a 

year to the competent supervisory authority.  

 

Where a modification would possibly affect the level of the protection offered by the BCR 

or significantly affect the BCR (e.g. changes to the binding character, change of the 

https://privacy.ams-osram.com/
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liable BCR member(s), it must be communicated in advance to the competent superviso-

ry authority with a brief explanation of the reasons for the update. In this case, the com-

petent supervisory authority will also assess whether the changes made require a new 

approval. 

 

The CDPD maintains a list of all changes/updates to the BCR since the BCR came into 

force. It also maintains a regularly updated list of all participating companies which are 

effectively bound by the BCR (status overview, cf. Section 3.13.1.1). The respective list 

of the participating companies can be found on ams OSRAM Intranet (linked within 

https://privacy.ams-osram.com) and in Annex I hereto. 

 

3.13.9 Mutual assistance and cooperation with the supervisory authorities 

 

All participating companies will trustfully cooperate and support one another in the event 

of inquiries and complaints from data subjects with regard to non-compliance with the 

BCR. 

 

The participating companies further commit to full cooperation with the competent super-

visory authorities, to accept to be audited and to be inspected (including where neces-

sary on site) and to take into account their advice and abide by their decisions on any 

issues regarding the interpretation or implementation of the BCR. They will answer BCR-

related requests from the supervisory authority within an appropriate timeframe and in an 

appropriate fashion and will follow the advice and decisions of the competent data pro-

tection authority with regard to implementation of the BCR. 

 
The participating companies shall provide the competent data protection authority with 

all information on processing activities covered by the BCR upon request.  

 

The right to appeal against a decision of the supervisory authority remains unaffected. 

The participating companies acknowledge that the courts of the respective EAA country 

of the supervisory authority are responsible for this in accordance with their respective 

procedural law. The participating companies undertake to submit themselves to the ju-

risdiction of this court. 

 

3.13.10 Relationship between the BCR and local statutory regulations 

 

The legitimacy of processing of personal data is judged on the basis of the applicable 

local law to which the participating company that originally transferred the data is sub-

ject. To the extent that the applicable local law stipulates a higher level of protection of 

personal data than these BCR, data processing shall be in accordance with the applica-

ble law. Each participating company shall check for itself (e.g. through its data privacy 

protection officer, DPC/DPO or by the legal department), whether such local statutory 

regulations (e.g. data privacy laws) exist and shall ensure compliance with these. If the 

applicable local law provides a lower level of protection for personal data than these 

BCR, the present BCR shall be applied. 

 

3.13.11 Local laws and practices affecting compliance with the BCR 

 

All participating companies worldwide undertake to use these BCR as a tool for a data 

transfer, only if they have assessed and determined that that the law and practices in the 

country of destination applicable to the processing of the personal data by the participat-

ing company acting as data importer, including any requirements for disclosure of per-

sonal data or measures authorizing access by public authorities, do not prevent it from 

fulfilling its obligations under the BCR.  

 

Such an assessment is based on the understanding that that laws and practices that 

respect the essence of the fundamental rights and freedoms and do not surpass what is 

necessary and proportionate in a democratic society to safeguard one of the essential 

objectives, do not contradict to the BCR. These essential objectives are:  

 

• national security; 

https://privacy.ams-osram.com/
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• national defense; 

• public security; 

• the prevention, investigation, detection or prosecution of criminal offences or the 

execution of criminal penalties, including the safeguarding against and the pre-

vention of threats to public security; 

• the protection of other important objectives of general public interest of the Un-

ion or of an EU Member State, in particular an important economic or financial 

interest of the Union or of an EU Member State, such as in the monetary, budg-

etary, fiscal, public health or social security fields;  

• the protection of the independence of the judiciary and the protection of judicial 

proceedings; 

• the prevention, detection, investigation and prosecution of infringements of the 

professional rules of regulated professions;  

• control, monitoring and regulatory functions permanently or temporarily con-

nected with the exercise of official authority for the purposes listed above (with 

exception of the protection of the independence of the judiciary and the protec-

tion of judicial proceedings);  

• the protection of the data subject or the rights and freedoms of others ;  

• the enforcement of civil claims. 

In assessing the laws and practices of the third country of destination which may affect 

how the commitments set out in the BCR are respected, the participating companies 

shall duly consider the following elements:  

 

• The specific circumstances of the transfer or set of transfers, and any envisaged 

onward transfers within the same third country or to another third country, which 

include:  

▪ the purposes for which personal information is transferred and pro-

cessed;  

▪ types of entities involved in the processing (the data importer and any 

further recipient of any onward transfer);  

▪ economic sector in which the transfer or transfers shall take place;  

▪ the categories and the format of the data in question; 

▪ location of the intended processing, including storage places; 

▪ intended channels of transmission.  

• The laws and practices of the third country of destination relevant in the context 

of the transfer or transfers including those requiring disclosure of data to public 

authorities or permitting them access thereto and those allowing for access to 

such data during the transfer between the country of the data-exporting compa-

ny and the country of the data-importing company as well as the related limita-

tions and safeguards.  

• Any relevant contractual, technical or organizational safeguards in place to sup-

plement the protections under the BCR, including the measure applied in course 

of transfer and processing of personal information in the country of destination.  

 

Should any additional safeguards to those imposed under the BCR be put in place, the 

respective participating company undertakes to inform and involve the ams OSRAM co-

headquarters with data protection responsibilities, the CDPD and the local DPO into the 

assessment of any such measures.  

 

All participating companies are required to promptly document assessments of the con-

sistency of the law and practices in the country of destination with these BCR as well as 
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implemented additional safeguards. Such documentation shall be provided to the com-

petent supervisory authorities upon request.   

 

If the participating company acting as a data importer has reasons to believe that it is or 

it has become subject to laws and practices that would prevent it from fulfilling its obliga-

tions under the BCR, including upon a change of legal requirements in the third country 

of destination or a measure such as a disclosure request, i t shall promptly notify the 

participating company that is a data exporter. This information shall also be communi-

cated to the ams OSRAM co-headquarters with data protection responsibilities and the 

CDPD.  

 

Following the review of such notification, the participating company acting as a data 

exporter together with the ams OSRAM co-headquarters with data protection responsibil-

ities, the CDPD and the DPO shall promptly identify supplementary measures that are to 

be implemented by the data exporter and/or the data importer to ensure compliance with 

these BCR. The same applies to the case where the participating company acting as a 

data exporter has reasons to believe that the data-importing participating company can 

no longer fulfil its obligations under the BCR.  

 

If the participating company acting as a data exporter together with the ams OSRAM co-

headquarters with data protection responsibilities, the CDPD and the local DPO upon the 

review of the notification determines that the BCR – even if accompanied by the supple-

mentary measures – cannot be complied with for a specific transfer or transfers, or if 

instructed to do so by the competent supervisory authority, it shall suspend the transfer 

or transfers, as well as all other transfers for which the same assessment would lead to a 

similar result, until compliance with the BCR is ensured or the transfer or transfers are 

ceased.  

 

The transfer or transfers shall be terminated by the participating company acting as a 

data exporter, if the BCR cannot be complied with or the compliance with the BCR can-

not be restored within one (1) month of suspension. In this case, the personal data trans-

ferred prior to the suspension, or any copies thereof shall be returned to the participating 

company acting as a data exporter or destroyed.  

 

The CDPD undertakes assessments of the consistency of the law and practices in the 

third country of destination as well as their results are promptly communicated to all 

participating companies to ensure that the identified supplementary measures are ap-

plied for all similar transfers or, where no effective supplementary measures could be 

implemented, transfer or transfers in question are suspended or ceased.  

 

All participating companies, both acting as data exporters and importers, undertake to 

continuously monitor developments in third countries to which personal information is 

transferred that could affect the initial assessment of the level of data protection and the 

validity of decisions taken in relation to such transfer or transfers.  

 

3.13.12 Obligations of data-importing participating companies in case of government 

disclosure/access requests 

 

The following applies in case of government disclosure/access requests: 

 

• The participating company acting as a data importer undertakes to promptly in-

form the data-exporting participating company and the CDPD as well as, where 

appropriate and, if necessary, with help of a data exporter, the data subject if it:  

▪ receives a request for disclosure of information transferred under the 

BCR from a public authority of the country of destination or of another 

third country which is legally binding. Such notification shall include de-

tails about the personal data requested, the legal basis of the requests 

and the response provided thereto. 

▪ becomes aware of any direct access to personal information transferred 

under the BCR by public authorities in accordance with the law of the 
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third country of destination. Such notification shall include all details 

available to the data-importing participating company.  

• If notification of the data-exporting participating company, the CDPD or the data 

subject is prohibited, the data-importing participating company shall use its best 

efforts to obtain a waiver of such prohibition so that to provide as much data as 

soon as possible and shall document these efforts for them to be confirmed to 

the data exporter upon request.  

• The data-importing participating company shall provide the participating compa-

ny acting as a data exporter as well as the CDPD with as much information 

about disclosure requests as possible at regular intervals. Such information 

shall include e.g. details about the number of requests, type of data requested, 

requesting public authority or authorities, information about whether requests 

have been challenged and the outcome of such challenge efforts. Shall data-

importing participating company become partially or fully prohibited from provid-

ing such information to the data exporter, it shall notify the data exporter  as well 

as the CDPD thereof without undue delay. The data-importing participating 

company shall also document and store such information for as long as the per-

sonal data is subject to safeguards under the BCR and shall provide it to the 

competent supervisory authority upon request.  

• The data-importing participating company shall review the legality of any re-

quest for disclosure of information, specifically in terms of powers granted to re-

questing public authority or authorities, and shall challenge the request, if, upon 

the review, it concludes that the request is unlawful under the laws of the coun-

try of destination, obligations of international law or principles of international 

cooperation. To this extent, the data-importing participating company shall seek 

to appeal the request. While challenging the request, the data importer shall 

seek implementation of interim measures aiming to suspend the effects of the 

request for information until the competent judicial authority has decided on the 

merits of the claim that challenges the request. In this case, no information shall 

be disclosed until the data importer is required to do so under applicable proce-

dural rules.   

• The data-importing participating company shall document its legal assessment 

of incoming disclosure requests and any challenge of such requests, and, 

where appropriate under the law of the country of the destination, share this in-

formation with the participating company acting as a data exporter and the 

CDPD. It shall also provide this information to the competent supervisory au-

thority upon request.  

• The data-importing participating company shall provide as little information as 

permissible when responding to a disclosure request, based on the reasonable 

judgement of the request in question. 

 

The participating company ensures that transfers of personal data to any public authority 

cannot be massive, disproportionate and indiscriminate in a manner that would go be-

yond what is necessary in a democratic society.  

 

3.14 Non-compliance with the BCR 

 

The participating companies undertake the following: 

• No transfer of personal data to a participating company will take place unless 

the participating company is bound by the BCR and compliance with the BCR is 

ensured. 

• If a data importing participating company is unable to comply with the BCR for 

any reason, it shall immediately inform the data exporting participating company 

and the CDPD thereof. 

• If a data-importing participating company violates the obligations of the BCR or 

is unable to comply with the obligations of the BCR, the data-exporting partici-

pating company shall suspend the transfer. 
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• The data importing participating company shall, at the option of the data export-

ing participating company, immediately return the data transferred under the 

BCR in full or delete it. This also applies to all copies of the personal data. Until 

the data has been returned or deleted, compliance with the BCR shall be en-

sured. If the data-importing participating company is prohibited by applicable 

law from returning or deleting the data, it shall continue to comply with the BCR 

and process the data only to the extent provided for by the law applicable to it. 

The deletion of the data shall be certified to the data exporting participating 

company. The obligations in this paragraph shall only apply in the following 

cases: 

▪ The data exporting participating company has suspended the transfer 

and compliance with the BCR is not restored within a reasonable peri-

od of time, and in any event within one month of the suspension.  

▪ The data importing participating company is in material or/and persis-

tent breach of the BCR.  

▪ The data importing participating company does not comply with a bind-

ing decision of a competent court or data protection authority concern-

ing its obligations under the BCR. 

 

3.15 Liability 

 

Each participating company is liable for any breach of the BCR committed by the partici-

pating company. 

 

In addition, the ams OSRAM co-headquarters with data protection responsibilities ac-

cepts liability for non-compliance with the BCR by participating companies established 

outside the EEA, including the undertaking to pay compensation for damages in the 

event of a proven breach of the BCR and a resulting violation of a data subject’s rights 

caused by such non-compliance of a non-EEA participating company. It furthermore 

agrees to take the necessary action to remedy the BCR breaches of non-EEA participat-

ing companies.  

 

The burden of proof lies with the ams OSRAM co-headquarters with data protection 

responsibilities. It shall demonstrate that no breach of the BCR has taken place or that 

the participating company established outside the EEA is not liable for the breach of the 

BCR on which the data subject’s claim for damages is based.  

 

If the ams OSRAM co-headquarters with data protection responsibilities can prove that 

the non-EEA participating company is not liable for the violation of the BCR, it may dis-

charge itself from any responsibility. 

 

3.16 Contact 

 

Data subjects can raise any concerns with the DPC/DPO of the relevant participating 

company or with the CDPD: 

 

OSRAM GmbH 

Corporate Data Privacy Department 

Marcel-Breuer-Str. 4 

D-80807 Munich 

Email: privacy@ams-osram.com 

Internet: https://www.ams-osram.com 
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Annex I to the ams OSRAM Binding Corporate Rules 

List of ams OSRAM participating companies and their contact details (as of 09.12.2025): 

 

Company designation Contact information – Address details 

OSRAM GmbH Marcel-Breuer-Straße 4, 80807 Munich, Germany 

ams-OSRAM AG Tobelbader Straße 30, 8141 Premstätten, Austria 

ams Italy S.r.l. Via Mauro Macchi n. 27, 20124 Milan, Italy 

ams R&D UK Limited Trevean, Yeolmbridge, PL15 8NJ Launceston, United 

Kingdom  

ams R&D Spain S.L. MNO de Vera s/n - Ciudad Politécnica de la Innovación Edificio 9E, 

Planta 1, Lado Este, 46022 Valencia, Spain 

ams International AG Eichwiesstrasse 18b, 8645 Jona, Switzerland 

ams Sensors Germa-

ny GmbH 

Göschwitzer Str. 32, 7745 Jena, Germany 

ams Offer GmbH Marcel-Breuer-Strasse 4, 80807 Munich, Germany 

ams Sensors Nether-

lands BV 

High Tech Campus 41, 5656AE Eindhoven, Netherlands 

ams Sensors Belgium 

BV 

Borsbeeksebrug 22, 2600 Antwerpen, Belgium 

ams Sensors Portugal Caminho da Penteada Madeira Tecnopolo 2. andar District Island of 

Madeira Municipality Funchal Parish Sao Roque, 9020 105 Funchal, 

Portugal 

ams-OSRAM Interna-

tional GmbH 

Leibnizstrasse 4, 93055 Regensburg, Germany 

ams Semiconductors 

India Pvt. Ltd. 

5th Floor, C Block, iLabs, Plot No.18, 500081 Madhapur Hyderabad, 

India 

ams Asia Inc. Carmelray Industrial Park II, No. 2 Makiling Drive CIP II, Brgy. Mil-

agrosa, 4027 Calamba City, Philippines 

OSRAM Opto Semi-

conductors (China) 

Co. Ltd. 

57, Xi Qing Road, 214000 Wuxi New District, China 

ams-OSRAM USA Inc. 651 River Oaks Parkway, 95134 San Jose, United States 

OSRAM SYLVANIA 

INC. 

275 W Main St., NH 03244-5233 Hillsboro, United States 

OSRAM Ceská repub-

lika s.r.o. 

Zahradni 46, 792 01 Bruntál, Czech Republic 

P.T. OSRAM Indone-

sia 

JB Tower Lantai 10, Jalan Kebon Sirih No. 48-50, Gambir, Jakarta 

Pusat, 10110 Jakarta, Indonesia 

OSRAM (Malaysia) 

Sdn. Bhd. 

Lot PT207, Level 4, Uptown 7, Jalan SS 21/39, Damansara Utama, 

47400 Petaling Jaya (Selangor), Malaysia 

ams-OSRAM Asia 

Pacific Pte. Ltd. 

7000 Ang Mo Kio Avenue 5, #03-00, 569877 Singapore, Singapore 

OSRAM Kunshan 

Display Optic Co. Ltd. 

No. 2 Building, No. 179 Waihejing Road, Free Trade Zone, Kunshan 

Development Zone, 215300 Kunshan, China 

ams-OSRAM Japan 

Ltd. 

OSAKI WIZ TOWER 20F, 2-11-1, Osaki, Shinagawa-ku, 141-0032 

Tokyo, Japan 

ams-OSRAM Korea 

Ltd. 

39 Fl., FKI Tower, 24 Yeoui-Daero, Yeongdeungpo-Gu., 07320 

Seoul, South Korea 

ams-OSRAM Taiwan 

Ltd. 

7F, No. 87 Songjiang Road, Zhongshan District, 10486 Taipei, Tai-

wan 

OSRAM Opto Semi-

conductors Trading 

(Wuxi) Co. Ltd. 

#1 Xi Qin road, Room 203, Floor 2, 214000 Wuxi, China 

Vixar Inc. 2950 Xenium Lane, Suite 104, 55441 Plymouth, United States 

OSRAM Comercio de AV Marcos Penteado De Ulhoa Rodrigues 939, 06460-040 Barueri, 
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Solucoes de Ilumina-

cao Ltda. 

Brazil  

OSRAM (Thailand) 

Co. Ltd. 

57 Park Ventures Ecoplex, Level 18, Unit 1809, Wireless Road, 

Kwaeng Lumpini, Khet Pathumwan, 10330 Bangkok, Thailand 

OSRAM S.p.A. - Soci-

età Riunite OSRAM 

Edison Clerici 

Via Sant’Uguzzone 29, 20126 Milan, Italy 

OSRAM Asia Pacific 

Management Compa-

ny Ltd. 

No. 1-3, North Industrial Road, Zumiao Subdistrict, Chancheng 

District, Foshan, China 

OSRAM d.o.o. Visnjevac 3, 10000 Zagreb, Croatia 

Ring Automotive Lim-

ited 

Volvox House, Gelderd Road, LS12 6NA Leeds, United Kingdom 

OSRAM a.s. Zweig-

niederlassung Öster-

reich 

Dresdner Straße 60/PF 344, 1200 Vienna, Austria 

OSRAM a.s. Hungari-

an Branch Office 

Fehervari ut 84/A, 1119 Budapest, Hungary 

OSRAM Sales EOOD  Slatina district, Shipchenski Prohod No 9, fl. 4, ap. 9A, 1111 Sofia, 

Bulgaria  

OSRAM AB Arenavägen 39, 12178 Stockholm, Sweden 

OSRAM a.s. Komárnanská cesta 7, 940 93 Nové Zámky, Slovakia 

OSRAM Romania 

S.R.L. 

24 Italiana Street, Ground floor, 2nd District, Bucharest, Romania 

OSRAM Oy Vantaankoskentie 14, 1670 Vantaa, Finland 

OSRAM Lighting 

S.A.S.U. 

18, rue Gaston Romazzotti, 67120 Molsheim, France 

OSRAM Asia Pacific 

Ltd. 

208 Wireless Centre 3 Science Park East Avenue, Science Park, 

Shatin New Territories, Hong Kong, China  

OSRAM Limited 450 Brook Drive, Green Park, Reading, Berkshire, RG2 6UU, United 

Kingdom 

OSRAM AS Lysaker Torg 12, 1366 Lysaker, Norway 

OSRAM Benelux B.V. Marten Meesweg 8, 3068AV Rotterdam, Netherlands 

OSRAM Lda. Rua do Alto do Montijo, n° 15, 2790-213 Carnaxide, Portugal 

OSRAM Lighting AG  Eichwiesstrasse 18b, 8645 Jona, Switzerland 

OSRAM Lighting S.L. Avda. Leonardo da Vinci,15-17-19, Getafe, 28906 Madrid, Spain 

OSRAM A/S Dybendalsvænget 3, Klovtofte, 2630 Taastrup, Denmark 

OSRAM Sp. z o.o. Aleje Jerozolimskie 94, 00-807 Warschau, Poland 

OSRAM Lighting Mid-

dle East FZE 

Office No. 208 – 209, “E” Wing, Dubai Silicon Oasis (DSO), Mo-

hammed Bin Zayed Road, Dubai, United Arab Emirates 

OSRAM Teknolojileri 

Ticaret Anonim Sir-

keti 

Merdivenköy Mah. Dikyol Sokak Business Istanbul / B Blok Bölüm 

124, 34394 Istanbul, Turkey 

OSRAM China Light-

ing Ltd. 

No. 1 North Industrial Road, 528000 Foshan, China 

OSRAM Licht AG Marcel-Breuer-Straße 4, 80807 Munich, Germany 

OSRAM Lighting Pte. 

Ltd. 

7000 Ang Mo Kio Avenue 5, #05-00, 569877 Singapore, Singapore 

OSRAM Beteiligungen 

GmbH 

Marcel-Breuer-Str. 4, 80807 Munich, Germany 

OSRAM Lighting (Pty) 

Ltd. 

Emerald Park Block 2, 22 Reedbuck Crescent, Corporate Park 

South, 1685 Midrand, South Africa 

OSRAM Lighting Pri-

vate Limited 

1st Floor, IFFCO Surinder Jhakhar Bhavan Plot No. 3, Sector 32, 

122 001 Gurgaon, India 

OSRAM Co. Ltd. 39 Fl., FKI Tower, 24 Yeoui-Daero, Yeongdeungpo-Gu., 07320 

Seoul, South Korea 

OSRAM S.A. de C.V. Avenida 1o de Mayo # 120, Piso 5o Oficina 502, 53500 Naucalpan, 
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Mexico 

Light Distribution 

GmbH 

An der Bahnbrücke, 89542 Herbrechtingen, Germany 

OSRAM Ltd. OSAKI WIZ TOWER 20F, 2-11-1, Osaki, Shinagawa-ku, 141-0032 

Tokyo, Japan 

Osram Opto Semi-

conductors (Malaysia) 

Sdn Bhd 

Bayan Lepas, Free Industrial Zone Phase 1, 11900 Penang, Malay-

sia 

OSRAM Taiwan Com-

pany Ltd. 

7F, No. 87 Songjiang Road, Zhongshan District, 104 Taipei, Taiwan 

AMS-OSRAM SEN-

SORS S.R.L. 

Str. Jean Louis Calderon Nr.70, Floor 3, District 2, Bucharest, Ro-

mania  

OSRAM Lighting Ltd. 55 Renfrew Drive, Suite 201, L3R 8H3 Markham, Canada 

ams-OSRAM France 4 Rue Piroux, 54000 Nancy, France 

OSRAM Opto Semi-

conductors Asia Ltd. 

Room 303, 3rd Floor, ST. George’s Building, 2 ICE House Street 

Central, Hong Kong, China 

Representative office 

of OSRAM GmbH in 

the Republic of Ka-

zakhstan 

Hadji Mukana 22/5, Medeusky District, 50020 Almaty, Kazakhstan 

 

Representative office 

of OSRAM GmbH in 

Ukraine 

30 V Fizkultury Str., Office 201, Golosiyivskyi Rayon, 03680 Kyiv, 

Ukraine 

 


